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1. Overall Description:

SA3 would like to inform SA6 that SA3 has discussed the new MCPTT feature ‘Temporary Group call – user regroup’ defined in clause 10.6.2.8 in TS 23.379.
SA3 has noted that setting up a group security context to a list of users on the fly requires the transmission of separate security data to each user. This is because the users that will be involved in the group are not known in advance, and hence there is no security association between them prior to call setup. Consequently, the shared key needs to be sent individually to each group user, encrypted for that user.  

The amount of data is required to achieve this is significant and could make the SIP payload used to instantiate the group too large to be acceptable for some network configurations. Consequently, based on the current signalling flows, it is possible that size of ‘Temporary Group call – user regroup’ groups could be limited to a maximum two or three people.
SA3 has analysed this issue and noted that providing security for a group of any size would be possible if users may be added to the group using a separate SIP messages. In S3-170392 (attached), a ‘add group call user’ request message is added to the signalling flow to support this. With a message providing this kind of functionality, SA3 would be able to support a ‘Temporary Group call – user regroup’ group of any size and prevent any single SIP message from being too large.

To SA6 group.

ACTION: 
SA3 kindly asks SA6 to take this information into account.
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